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(57) ABSTRACT 

An anti-terrorist aircraft pilot sensor system is disclosed. 
The anti-terrorist pilot sensor system comprises a pilot 
sensor and an aircraft central processor unit operatively 
coupled to the pilot sensor. The aircraft central processor 
unit includes a transceiver operatively coupled to the aircraft 
central processor unit. An autopilot of the aircraft is opera 
tively coupled to the aircraft central processor unit. A ground 
control remote from the aircraft is operatively coupled to the 
aircraft central processor unit and the ground control 
includes a transceiver coupled to the ground control. An 
aircraft override is operatively coupled to the ground control 
and is operatively coupled to the aircraft central processor 
unit. A divert element is operatively coupled to the central 
processor unit and the divert element includes a transceiver. 
The ground control is in operative communication With the 
divert element. A protected object including a transceiver 
and a divert beacon is in operative communication With the 
divert element. A method of operating an anti-terrorist 
aircraft pilot sensor system comprises activating the anti 
terrorist aircraft pilot sensor system. The method includes 
detecting a divert beacon transmitted from a protected 
object. The method includes transmitting a signal from a 
divert element to a central processor unit of the aircraft that 
the divert beacon exists. The method includes processing the 
signal in the central processor unit and activating an aircraft 
autopilot onto a divert ?ight path. 

14 Claims, 5 Drawing Sheets 
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ANTI-TERRORIST AIRCRAFT PILOT 
SENSOR SYSTEM AND METHOD 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is a Continuation-in-part application that 
claims priority to an earlier ?led U.S. Non-Provisional 
Application 10/251,666 ?led Sep. 19, 2002, that claims 
priority to a US. Provisional Application number 60/323, 
754, ?led Sep. 19, 2001. 

BACKGROUND 

The present disclosure relates to the ?eld of anti-terrorist 
security systems for commercial aircraft. In particular, the 
present disclosure relates to an anti-terrorist aircraft pilot 
sensor system. 

In current aircraft, pilots and/or ?ight creWs are vulner 
able to catastrophic events that may place the aircraft and all 
individuals aboard the aircraft in jeopardy. Events, such as 
physical mishaps and even terrorist attacks on the pilot and 
creW are possible. If the pilot and creW capable of operating 
the aircraft become disabled then the aircraft could be placed 
into peril. Also, if terrorists or highjackers disable the pilot, 
then they can take command of the aircraft and use it for 
their oWn sinister interests that may place others into risk or 
injury or even death. What is needed is a system that can 
prevent the risks of injury and even great tragedy due to the 
loss of a pilot or aircraft highj acking. 

SUMMARY 

The disclosed device is directed toWard an anti-terrorist 
aircraft pilot sensor. The anti-terrorist pilot sensor system 
comprises a pilot sensor and an aircraft central processor 
unit operatively coupled to the pilot sensor. The aircraft 
central processor unit includes a transceiver operatively 
coupled to the aircraft central processor unit. An autopilot of 
the aircraft is operatively coupled to the aircraft central 
processor unit. A ground control remote from the aircraft is 
operatively coupled to the aircraft central processor unit and 
the ground control includes a transceiver coupled to the 
ground control. An aircraft override is operatively coupled 
to the ground control and is operatively coupled to the 
aircraft central processor unit. A divert element is opera 
tively coupled to the central processor unit and the divert 
element includes a transceiver. The ground control is in 
operative communication With the divert element. A pro 
tected object including a transceiver and a divert beacon is 
in operative communication With the divert element. 

The disclosed method is directed toWard a method of 
operating an anti-terrorist aircraft pilot sensor system. The 
method of operating an anti-terrorist aircraft pilot sensor 
system comprises activating the anti-terrorist aircraft pilot 
sensor system. The method includes detecting a divert 
beacon transmitted from a protected object. The method 
includes transmitting a signal from a divert element to a 
central processor unit of the aircraft that the divert beacon 
exists. The method includes processing the signal in the 
central processor unit and activating an aircraft autopilot 
onto a divert ?ight path. system. The anti-terrorist aircraft 
pilot sensor system comprises 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

FIG. 1 is a schematic of an exemplary anti-terrorist 
aircraft pilot sensor system; 
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2 
FIG. 2 is a ?oWchart of the operation of the exemplary 

anti-terrorist pilot sensor system; 
FIG. 3 is a diagram of an exemplary anti-terrorist aircraft 

pilot sensor glove; 
FIG. 4 is a diagram of an exemplary anti-terrorist aircraft 

pilot sensor headgear; 
FIG. 5 is a schematic of another exemplary anti-terrorist 

aircraft pilot sensor system; and 
FIG. 6 is a ?oWchart of the operation of another exem 

plary anti-terrorist pilot sensor system. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

Persons of ordinary skill in the art Will realiZe that the 
folloWing description of the present invention is illustrative 
only and not in any Way limiting. Other embodiments of the 
invention Will readily suggest themselves to such skilled 
persons having the bene?t of this disclosure. 

FIG. 1 illustrates a schematic of an exemplary anti 
terrorist aircraft pilot sensor system, or simply, pilot sensor 
system 10. The pilot sensor system 10 includes a pilot sensor 
12. The pilot sensor 12 is operatively coupled to an input 
component 14 that provides data input for activation and 
deactivation of the pilot sensor 12. For example, the input 
component 14 can be a keypad With alphanumeric keys that 
are con?gured to accept user inputs, such as, a code in order 
to activate or deactivate the pilot sensor 12. The input 
component 14 can also be audio or video, bar code reader, 
microphone, camera, thermal imager, eye retinal scanner or 
any combination thereof, for inputting a code to activate the 
pilot sensor 12. The pilot sensor 12 comprises a sensor or a 
plurality of sensors 16 that sense various biometric and/or 
physiological information of at least one of a pilot and 
co-pilot of the aircraft. Fingerprints or eye retina patterns are 
non-limiting examples of biometric information sensed by 
the sensors 16. The sensors 16 can also measure physiologi 
cal parameters, such as heart rate, blood pressure, pulse, and 
the like. The sensors 16 can be speci?c to the parameters 
sensed, such as a biometric sensor 18 or a physiological 
sensor 20. The biometric sensor 18 senses biometric 
parameters, such as, ?ngerprints, eye retina patterns, and the 
like. The physiological sensor 20 senses physiological 
parameters such as heart rate, blood pressure, pulse, or even 
adrenaline levels, and the like. 
The pilot sensor 12 is operatively coupled to an aircraft 

central processor unit 22. The aircraft central processor unit 
22 includes a processor, micro-processor and any combina 
tion thereof, such that information can be processed, and 
programs can be executed. The aircraft central processor 22 
also includes communication busses, memories, memory 
busses and input/output (I/O) circuitry, such that information 
can be processed and signals transmitted and received. A 
transceiver 24 is operatively coupled to the aircraft central 
processor 22. Signals can be transmitted and received by 
Wireless communication via the transceiver 24. The aircraft 
central processor 22 receives inputs from the pilot sensor 12 
and operates certain functions based on the inputs from the 
pilot sensor 12. The aircraft central processor 22 is opera 
tively coupled to the autopilot 26. The aircraft central 
processor 22 can perform the function of placing the aircraft 
on an autopilot control 26. Autopilot 26 is the automatic 
?ight control of the aircraft along a ?ight path Without pilot 
intervention. The aircraft central processor 22 can also 
perform the function of transmitting an emergency signal 28 
to a ground control 30. The emergency signal 28 can include 
information vital to the safety of the aircraft, such as 
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location, heading, altitude, aircraft system operating 
parameters, distress messages and the like. The aircraft 
central processor 22 can send the emergency signal 28 via 
the transceiver 24. The ground control 30 being operatively 
coupled to a transceiver 32 can also communicate With the 
aircraft central processor 22. In one embodiment, the ground 
control 30 can send and receive information to and from the 
aircraft central processor unit 22 in addition to the emer 
gency signal 28. The aircraft operability conditions taken 
from instrumentation and controls, audio and video infor 
mation Within the cabin of the aircraft, and the like, can be 
provided to the ground control 30. The ground control 30 is 
also operatively coupled to an emergency override 34. The 
emergency override, or simply override, 34 can be activated 
to override certain functions of the aircraft, such as the 
autopilot 26. An emergency override signal can be trans 
mitted via Wireless communications to the override 34 from 
the ground control 32 in order to deactivate the autopilot 26 
and place the aircraft into manual ?ight control. 

Referring to FIG. 2, a ?oWchart of the operation of the 
exemplary anti-terrorist pilot sensor system is illustrated. 
The operation of the exemplary anti-terrorist pilot sensor 
system requires that the system be installed into an aircraft. 
With the system components in place, the pilot and/or the 
co-pilot, or any other creWmember that Will take command 
of the aircraft can activate the system. For simplicity, and by 
no means limiting the scope of the invention, the pilot Will 
be the primary user of the system. The pilot sensor is 
activated as shoWn in block 100. The pilot sensor is activated 
When the pilot attaches the pilot sensor proximate to the 
pilot’s body, and the pilot then enters a code through the 
input component and the pilot sensor stores the code for 
future use during the ?ight or in other embodiments, other 
periods of time, such as a Week, a month, and the like. The 
pilot sensor is activated With entry of the code. The pilot 
sensor senses the biometric and/or physiological parameters 
of the pilot, block 110, and compares the sensed data With a 
standard set of biometric and physiological parameters for 
the pilot stored in a memory as data. The biometric and 
physiological data of the user can also be stored in the 
aircraft central processor unit. The biometric parameters can 
be compared, block 120, to biometric parameters of the user, 
stored as data in a memory. If the biometric parameters are 
determined to be acceptable matches, then the pilot sensor 
remains activated. The acceptable matches indicate normal 
parameters, block 130, and a normal operating condition. 
Then the aircraft Will remain in a normal ?ight control mode, 
block 140. 

The pilot sensor can also monitor the physiological 
parameters of the user. Certain ranges of the physiological 
parameters can be stored in the memory. The physiological 
parameters can be associated With various external stimuli 
the pilot may experience. The pilot can have an elevated 
heart rate due to being nervous or scared. The pilot may have 
very loW or no blood pressure in a case of pilot injury or 
death. The pilot sensor can monitor the biometric and 
physiological parameters of the pilot through the biometric 
sensors and physiological sensors. If any of the parameters 
fail to match the recorded parameters of the pilot that is 
compared from the memory then a discontinuity in the 
parameters exists, block 150. Upon sensing a discontinuity, 
the pilot sensor can send a signal to the aircraft central 
processor unit, block 160. The aircraft central processor unit 
can then perform a command and control process, block 
170. If certain conditions are met, the aircraft central pro 
cessor unit can send a signal to the autopilot device to 
activate the autopilot, block 180. The aircraft can then be 
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4 
?oWn on autopilot and manual control can be deactivated. 
The aircraft central processor can also send an emergency 
signal to ground control informing ground control of the 
conditions aboard the aircraft, block 190. If conditions 
aboard the aircraft are returned to a normal status, or the 
ground control determines a need, then override of the 
autopilot is available to the ground control. The ground 
control can send a command signal to the override that 
alloWs for manual control of the aircraft and deactivates the 
autopilot, block 200. 

In an offnormal condition, such as a terrorist attack on the 
pilot or even a health emergency of the pilot, the pilot can 
exhibit abnormal physiological parameters and/or the bio 
metric sensor Will sense that the biometric parameters are no 
longer acceptable matches and a discontinuity of the param 
eters Will exist (i.e. the pilot sensor has been detached from 
the pilot). The discontinuity of the biometric parameters 
and/or the physiological parameters sensed by the pilot 
sensor can trigger a signal to be sent to the aircraft central 
processor unit. The system can place the aircraft on autopilot 
to prevent manual control of the aircraft by unauthoriZed 
users, such as highjackers, and terrorists. By placing the 
aircraft into autopilot as Well as sending out an emergency 
signal to ground control, the aircraft can remain on a safe 
?ight path. The ground control can activate emergency 
procedures, monitor the aircraft ?ight systems and cabin, 
and provide remote assistance. While the aircraft is on 
autopilot, any highjacker can be prevented from altering the 
course of the aircraft and placing the aircraft in harms Way. 
A return to normal parameters can also be an event that 
alloWs for deactivation of the autopilot and a return to the 
manual ?ight control. For example, a disconnection of the 
pilot sensor from the communication path can trigger the 
autopilot and a reconnection of the pilot sensor can alloW for 
return to manual control. 

FIGS. 3 and 4 illustrate exemplary embodiments of pilot 
sensors 300 and 400. The embodiment of FIG. 3 is a pilot 
sensor 300 in the form of a glove 310. It is also contemplated 
that a pair of gloves (not shoWn) can be employed in an 
embodiment. The glove 310 includes a physiological sensor 
(vital function sensor) 312 and a biometric sensor 
(identi?cation sensor) 314. The sensors can be placed at 
various locations on the glove 310 that are conducive to 
sensing the parameters. In one embodiment, the biometric 
sensor 312 can be located proximate to at least one ?ngertip 
to sense a ?ngerprint. The physiological sensor 314, in one 
embodiment, can be located proximate to the Wrist to sense 
a pulse. It is contemplated that the location of the sensors 
Will depend on the type of sensor employed. A cord 216 can 
be coupled to the glove 310 to operatively couple the glove 
310 to the aircraft central processor unit (not shoWn). The 
cord 316 can be adapted for connection and disconnection to 
the input component (not shoWn) or other peripherals, such 
as a poWer source, battery charger, aircraft systems, and the 
like. 

FIG. 4 illustrates another exemplary embodiment of the 
pilot sensor 400. The pilot sensor 400 is made up of a head 
set 410 Worn on a pilot’s head 411, including at least one 
physiological sensor 412 and at least one biometric sensor 
414. The biometric sensor 414 and the physiological sensor 
412 can read directly into the eye. The biometric sensor 414 
can sense the eye retina pattern of the eye and the physi 
ological sensor 412 can sense the pulse in the eye. In another 
embodiment, the physiological sensor 412 can be located 
along the head or even near the neck to sense various 
physiological parameters. Included With the headset 410 can 
be the input component 416 that can receive a visual or 
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video input from the pilot or in the cockpit. Other video or 
audio equipment can be employed in parts of the aircraft to 
provide information to ground control. 

FIG. 5 illustrates another embodiment of an anti-terrorist 
aircraft pilot sensor system 500. The anti-terrorist aircraft 
pilot sensor system 500 of this embodiment is similar to the 
anti-terrorist aircraft pilot sensor system 10 described above 
With additional elements. The anti-terrorist aircraft pilot 
sensor system 500 includes the pilot sensor 512 operatively 
coupled to the aircraft central processor unit 522. The 
aircraft central processor unit 522 is operatively coupled to 
the auto pilot 526 and the manual ?ight control override, 
(emergency override) 534 having a transceiver 538. The 
aircraft central processor 522 is in operative communication 
via the transceiver 524 With the ground control 530 through 
the ground control transceiver 532. Both the emergency 
signal 528 and the emergency override signals 536 are also 
included in the embodiment. 

The anti-terrorist aircraft pilot sensor system 500 includes 
an additional element, an emergency divert element 540 and 
transceiver 542 coupled to the emergency divert element 
540. The emergency divert element 540 is operatively 
coupled to the aircraft central processor unit 522 and can 
place the aircraft on a safe ?ight path aWay from protected 
objects 546. The protected objects 546 include a transceiver 
548 that emits a divert beacon 550 into the airspace around 
the protected object 546. The divert beacon 550 is a radio 
frequency signal at any frequency convenient for emitting 
signals to aircraft. The divert beacon 550 is similar to a 
lighthouse beacon that is emitted out into an area in order to 
Warn and divert aircraft aWay from the protected object 546 
in order to prevent collisions With the protected object 546. 
The protected object 546 can include, but is not limited to, 
buildings of signi?cance that are perceived as threatened by 
possible aircraft collision, national treasures, military assets, 
skyscrapers, ships, geographic or topographical places of 
interest, such as mountains near ?ight paths and the like. The 
divert element 540 is also in operative communication With 
the ground control 530 and can receive an emergency divert 
signal 552 from ground control 530 in order to place the 
aircraft on a safe ?ight path out of harms Way. The divert 
element 540 can operate independently of the pilot sensor 
512, as Well as the ground control 530. 

Referring to FIG. 6, in operation, the anti-terrorist aircraft 
pilot sensor system is in an activated state, block 600. In the 
event that the aircraft deviates from the normal ?ight path 
and approaches a protected object 546, the emergency divert 
element transceiver 542 receives the divert beacon 550, 
block 610, being emitted from the transceiver 548, block 
612. The emergency divert element 540 sends a signal to the 
aircraft central processor unit 522, block 614. The aircraft 
central processor unit 522 can process the signal and per 
form command and control processing, block 616. The 
emergency divert element 540 can be programmed With a 
variety of divert ?ight paths that are safe ?ight paths for the 
aircraft. The divert element 540 can provide optional ?ight 
paths to the aircraft central processing unit 522 that divert 
the aircraft aWay from the protected object 546 and direct the 
aircraft onto a safe ?ight path. The manual control can be 
deactivated and the aircraft can be placed on autopilot on the 
divert ?ight path block 618. The aircraft central processor 
unit 522 can send an emergency signal 528 to the ground 
control 530, block 620. In addition, ground control 530 can 
also send an emergency divert signal 552 to the emergency 
divert element 540, block 622, as ground control senses a 
need to divert the aircraft. 

In an alternate embodiment, other aircraft can divert the 
aircraft that is off course or heading toWard a protected 
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6 
object. For eXample, military aircraft patrol the airspace 
above protected objects or in protected airspace (e.g., near 
the nations capitol). The military pilot on patrol can identify 
and detect aircraft that deviate from commercial ?ight paths, 
or even take a course toWard a protected object. Instead of 
merely resorting to ?ring on the aircraft in the attempt to 
destroy the aircraft before it collides With the protected 
object, the military pilot can send a signal to the divert 
element 540. The aircraft emergency divert signal (block 
624 at FIG. 6) can be directly sent to the divert element 540 
or to the ground control 530 Which can then transmit the 
emergency divert signal to the divert element 540. The divert 
element can automatically divert the aircraft and place it on 
a safe ?ight path. The use of the anti-terrorist aircraft pilot 
sensor system With the divert element avoids the need to take 
eXtreme measures such as destroying the aircraft. This is 
especially bene?cial near heavily populated areas, Where 
even though destroying the aircraft protected the object, 
falling debris may cause injury, destruction and collateral 
damage. 
The divert beacon 550 can be placed on special aircraft, 

tall buildings, military bases, ships laden With potentially 
lethal cargo, such as deadly chemicals, and the like. The 
divert beacon 550 can have optimum ranges so that the 
protected objects 546 are safe While minimiZing the impacts 
on commercial ?ight paths. The emergency divert element 
540 can be fully integrated into the anti-terrorist aircraft 
pilot sensor system 500. The above discussed military 
aircraft can also utiliZe the anti-terrorist aircraft pilot sensor 
system to monitor the conditions aboard the aircraft that 
deviates from the ?ight path. Having the onboard informa 
tion gathered from the pilot sensor, a pilot can make a better 
informed decision on What actions to take toWard the 
aircraft. 
While embodiments and applications of this invention 

have been shoWn and described, it Would be apparent to 
those skilled in the art that many more modi?cations than 
mentioned above are possible Without departing from the 
inventive concepts herein. The invention, therefore, is not to 
be restricted eXcept in the spirit of the appended claims. 
What is claimed is: 
1. An anti-terrorist aircraft pilot sensor system compris 

ing: 
a pilot sensor; 
an aircraft central processor unit operatively coupled to 

said pilot sensor, said aircraft central processor unit 
including a transceiver operatively coupled to said 
aircraft central processor unit; 

an autopilot of an aircraft operatively coupled to said 
aircraft central processor unit; 

a ground control remote from the aircraft operatively 
coupled to said aircraft central processor unit, said 
ground control including a transceiver coupled to said 
ground control; 

an aircraft override operatively coupled to said ground 
control and operatively coupled to said aircraft central 
processor unit; 

a divert element operatively coupled to said central pro 
cessor unit, said divert element including a transceiver, 
said ground control being in operative communication 
With said divert element; and 

a protected object including a transceiver, said protected 
object including a divert beacon, said protected object 
in operative communication With said divert element. 

2. The anti-terrorist aircraft pilot sensor system of claim 
1 Wherein said ground control includes an emergency divert 
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signal and said emergency divert signal is communicated to 
said divert element. 

3. The anti-terrorist aircraft pilot sensor system of claim 
1 Wherein said divert element includes at least one divert 
?ight path. 

4. The anti-terrorist aircraft pilot sensor system of claim 
1 Wherein said protected object is selected from the group 
consisting of ships, skyscrapers, military assets, national 
treasures and geographic places of interest. 

5. The anti-terrorist aircraft pilot sensor system of claim 
1 Wherein said divert element can operate independently of 
said pilot sensor. 

6. A method of operating an anti-terrorist aircraft pilot 
sensor system comprising: 

activating the anti-terrorist aircraft pilot sensor system; 
detecting a divert beacon transmitted from a protected 

object; 
transmitting a signal from a divert element to a central 

processor unit of the aircraft that said divert beacon 
eXists; 

processing said signal in said central processor unit; and 
activating an aircraft autopilot onto a divert ?ight path. 
7. The method of operating an anti-terrorist aircraft pilot 

sensor system of claim 6 further comprising: 
transmitting an emergency divert signal from a ground 

control to said divert element of the aircraft. 
8. The method of operating an anti-terrorist aircraft pilot 

sensor system of claim 6 Wherein said activating said 
anti-terrorist aircraft pilot sensor system includes activating 
a pilot sensor. 
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9. The method of operating an anti-terrorist aircraft pilot 

sensor system of claim 6 further comprising: 

transmitting a signal to a ground control. 

10. The method of operating an anti-terrorist aircraft pilot 
sensor system of claim 6 Wherein said detecting a divert 
beacon transmitted from a protected object is detected by 
said divert element. 

11. The method of operating an anti-terrorist aircraft pilot 
sensor system of claim 6 further comprising: 

deactivating said aircraft autopilot; 

returning manual ?ight control to the aircraft. 
12. The method of operating an anti-terrorist aircraft pilot 

sensor system of claim 6 further comprising: 

transmitting a divert beacon from said protected object. 
13. The method of operating an anti-terrorist aircraft pilot 

sensor system of claim 6 further comprising: 

transmitting an emergency divert signal from another 
aircraft to said divert element. 

14. The method of operating an anti-terrorist aircraft pilot 
sensor system of claim 6 further comprising: 

transmitting an emergency divert signal from another 
aircraft through said ground control to said divert 
element. 


